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Marlene H. Dortch FGG :
Office of the Secretary
Federal Communications Commission
9300 East Hampton Drive

Capitol Heights, MD 20743

RE: EB-06-TC-060
EB Docket No. 06-36
Certification of CPNI Filing

Dear Secretary Dortch:

As required by the Report and Order and Further Notice of Proposed Rulemaklng
released on April 2, 2007 (FCC 07-22), enclosed are the original and four copies of Mlnford
Telephone Company’s most recent CPNI Compliance Certification and the accompanylng
statement explaining how its operating procedures ensure compliance with the rules. Please
acknowledge receipt of this transmittal by returning a date-stamped copy of the Certlﬁcatlon in
the self-addressed, stamped envelope.

If you have any questions or need any additional information, please contact me.
Sincerely,
Melinda S. Campbell
Attorney for Minford Telephone Company

Enclosure
cc: Carolyn Flahive, Esq. (w/o enclosure)

Federal Communications Commission, Enforcement Bureau,
Telecommunications Consumers Division (w/enclosure)

Best Copy & Printing, Inc. (BCPI) (w/enclosure)
No. of Copies rec'd é ) v %
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THE FEDERAL COMMUNICATIONS COMMISSION : )
WASHINGTON, D.C. 20554 . FCC Mail Room
EB-06-TC-060 }

EB Docket No. 06-36

ANNUAL 47 C.E.R § 64.2009(e) CPNI CERTIFICATION

Annual 64 2009(e) CPNI Certification for 2007
Date filed: March 01, 2008
‘ © Name of company covered by this certification; Minford Telephone Company
Form 499 Filer ID: 802853
Name of signgtory: Donald P. Brown/Paula J. McGraw
Titlerof signatory: President/General Manager

L, Paula J. McGraw, certify that I aman officer of the company named above, and
acting as an a'gent of the company, that I Haye personal knowledge that the company has
esj:abhshed operaung procediires that are. adequate to ensure compliance with the Commission’s
CPNI rules. See 47 C.F.R. §:64.2001 et seq.

Attached to this certlﬁcatmn is an- accompanying statement explaining how the
eompany s procedures ensure that the company is in compliance with the req!uirements set forth
in'section 64.20041 et seq. \offﬁhe ‘Commission’s rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at efther state commissions, the court system or at the Commission) againstidata

: bmkers 1n the past 'year.. Compames must report on any information that they have with respect

to ﬂ'ie processes piétexters are usingto-attempt to access CPNI, and what steps companies are
taking to-protect CPNL. ,

The company has not received any customer complaints in the past year concerning the
unauthorizedirélease of CPNI.

.f;.d. ‘ %&Mw)
Hgned S Gase




MINFORD TELEPHONE COMPANY :
STATEMENT OF CPNI PROCEDURES ' 1

Minford Telephone Company has created a CPNI Policy H@ndbook containing the foHowmg
procedures that it has adopted to ensure the protection of CPNL The handbook describes our procedures

in greater detail and provides practical guidance on how to protect against unauthorized dlsclosure or use
of CPNI, The handbook is distributed to our employees during 11'a1hmg and serves as an important
reference tool for our employees. :

Du!z to Protect CPNI

We as a communications company recognize our duty to pl‘ptect customer CPNL. We may not
disclose CPNI to unauthorized persons, nor may we use CPNI in certain ways without consent from our
customers. Before we can provide customers with their own CPNI, we must authentlcate the customer

We recognize that there are a few cases in which we can dlsclose CPNI without first obtammg
customer approval: i

1. Administrative use; We may use CPNI to initiate, Vender bill and collect for
communications services.

2. Protection of carrier and third parties: We may usﬁ CPNI to protect the interésts of our
company, such as to prevent fraud or illegal use of our systems and network. Employees are notified of
the steps to take, if any, in these sorts of situations. : :

3. As required by law: We may disclose CPNI if we are required to by law, sudh as through
legal process (subpoenas) or in response to requests by law enforcement. Employees are notified of any
steps they must take in these situations.

OurQwn Us e Of CPNI

We may use CPNI to provide or market services to our existing customers. We understand that
we are required to obtain cuistomer approval prier to using CPNI in/certain ways.

Marketing

‘We understand that we do not need to obtain customer app. roval before using CPNI to market
services to our.existing customers within the catégories of service to which the customer already
sabscribes. ‘

'We understand that we may not use CPNI to market services that are in a service category to
which the-customer does not already subscribe without customer approval,

'We understand that we cannot use CPNI to solicit a customer to add a new category of service
without first obtaining the customer’s approval.

.. We kqothhat L We may not share CPNI with our affiliates unless we have obtained customer
. ggg oval. Foﬁgmstance in an effort 1o provide a total package of Se‘k\uces ‘we may share our gustomers’ -
R Iéllvvmfh eugaffiliates; Falconl and Minford Liong Distance. Before doing so, we obtain opt-out
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customer consent. We keep records of this approval on file in accordance with ous record- kee\)mg
policies.

We also understand that we do not need customer consent before using CPNI to market “adjunct-
to-basic” services such as speed dialing, computer-provided directory assistance, call monitoring, call

tracing, call blocking, call return, repeat dialing, call tracking, call waiting, caller ID, call forwarding, and

certain centrex features.

We understand that we may not use CPNI to identify or track customers that call competmg
service providers.

We regularly review our marketing practices to determine when and how CPNI is used within the
company, and whether CPNI is being shared with other entities. We also review new marketing or sales
campaigas to ensure compliance with these CPNI policies and with the FCC’s CPNI regulations.

Provision of Services

‘We understand that we do not need customer approval to use CPNI to provide CPE and call
answering, voice mail or messaging, voice storage and retrieval services, fax store and forward, and
protocol conversion. ;

1

Authenticating Customers Before Disclosing CPNI

We understand that we are required to objectively determine that our customers are who they say
they are before disclosing CPNI to them. !

Telephone

We understand that when a customer calls, we may not release call detail information, or
information relating to the transmission of specific telephone calls-until we have obtained the account

-password fmm.g,the «caller, or called the customer back at the telephone number of record to ensure that the
. customer is'who s/he: sdys s/he is. Altemnatively, we may offer to send the call detail information to the

address of record or:providg it to the customer or. an authorized individual in person after s/he has
pnoduced -valid photo idefifification at our office.

We understand that we may disclose non-call detail information over the telephone after
authenticating the customer by calling back the.telephone number of record, cliecking valid photo
identification, or by mailing the information to the account address of record.

In-Person Authentication

We understand that before we can disclose CPNI to customers in person, the customer must
present valid goyernment-issued photo identification. The name on the photo identification must match
thename-on the account.- If the customer cannot present the required identification, we offer to provide
therrequested OPNI by sending it to-the account address of record.

]
I

Before;providing the CENI to the customer, we make a copy of the photo identification. This
copy is then\;placed in the: customer s file, together with a copy of the CPNI provided to the customer.
eSe'l:ecords are then kepf: i the. customer file in accordance with-our record-keeping policies.




Mail

If the customer requests CPNI through regular mail, or if the customer cannot comply with one of

the anthentication methods above, we send the requested information to the customer’s address of record
only. f

|
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Customer Notification of CPNI Rights ' ,

We provide a CPNI privacy polioy to all customers annually, as a bill insert in the December bill.
This policy provides notification to each customer of his/her right to restrict use of, disclosure of, and
access to that customer’s CPNL. We maintain a list of all customers who receive the privacy policy, the
date on which the policy is sent, and a copy of the policy in our records for three (3) years following the
mailing of the policy. We provide additional copies of the CPNI privacy policy to all customers who
request it and to all new customers upon activation of service.

\
[

The policy contains an opt-out customer approval notice. Customers who do not wisix to allow us
to use their CPNI to market services outside their existing service categories, or who do not wish to allow
us to share their CPNI with affiliates, have 30 days to contact us to tell us that they do not approve of this
use. If we do not hear back from the customer within 30 days, we understand that we are free to use their
CPNI for these purposes. We understand that customers can change their option at any time by
contacting us, and we notify our customers of this right.

'We maintain records of the customers who received the opt-out approval notice and ﬁecords of
the customers who contacted us to opt out in accordance with our record-keeping policies. ‘

We understand that we must provide written notice to the FCC within five (5) business days if
our opt-out mechanisms do not work properly to the degree that our customers’ inability to opt out is
more than an anomaly. !

|
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Tra ining And Discipline

We trained all of our employees regarding the company’s CPNI policies prior to the effective
date of the most recent CPNI regulations, December 8, 2007. Employees are required to attend an annual
retraining to ensure that they understand the company’s CPNI policies and any updates to those policies.
New employees who will have access to CPNI are trained when they join the company, and then attend
the regularly-scheduled retraining sessions. At the conclusion of each training session, employees are
asked to sign certificates stating that they understand the company’s CPNI policies and that they will
comply with those policies.

We have implemented the follovvmg disciplinary guidelines for employees who fail to follow our
CPNI policies:

Minford Telephone Company has informed its employees that it
considers compliance with the Communications Act and FCC rules
regarding the use, disclosure, and access to CPNI to be very important.
Viélation by company: employees of such CPNI requirements will lead to
dlscgg}mary action (ingluding remedial training, reprimands, unfavorable
perfornfatice reviews, and probation), depending upon the circumstances
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of the violation (including the severity of the violation, whether

appropriate guidance was sought, and the extent to which the violation
was or was not deliberate or malicious.

Disciplinary records are maintained in the company files in accordance with our record—keeping policies.
Record-Keeping

'We maintain the following records in our files for three (3) years:

f
|

a. Records relating to the annunal mailing of the customer CPNI privacy policy;

b. Records of customer approval or disapproval of CPNI use, or the limitation or revocation
thereof; ‘

c. Records of disclosure or provision of CPNI to third parties for marketing purposes,

including Minford Telephone Company’s and affiliates’ sales and marketing campaigns using customer
CPNI, the CPNI used, and what products and services were offered as part of the campaign; -

d. Employee disciplinary records; and : |

e. Records of discovered CPNI breaches, notifications to law enforcement regardmg
breaches, and any responses from law enforcement regarding those breaches.

Notification Of Account Changes I

‘We understand that we are required to notify customers when changes have been made to
passwords, customer responses to back-up means of authentication, or addresses of record by mallmg a
netification to the account address of record. |

We do not reveal the changed account data in the notification.

Upauthorized.])isclosm:e Qﬁ GPNI

‘We: understand that we must report CPNI breaches to law enforcement no later than seven (7)
business days: after Eleterm:nmgﬁhe breach has oecurred, by sending electronic notification through the
link at http/www.fec ggv/eb/CPNI/ to the central reporting facility, which will then notify the United
States Secret Service (USSS) and the Federal Bureau of Investigation (FBI). .

We understand that we may not notify customers or the public of the breach earlier than seven (7)
days after we have notified law enforcement through the central reporting facility. If we wish to notify
cyistomers-or thie public 1mmed1ately, where we feel that there is “an extraordinarily urgent need to notify”
to-avoid “mmedxate«and irrepatable harm,” we inform law enforcement of our desire to notify and
ceitiply with law enforcement’s directions.

Records. Lrelaém g to such notifications are kept in accordance with our record-keeping policies.
These records includé: (i) the date we discovered the breach, (ii) the date we notified law enforcement,
(iii) a detailed deseription of the CPNI breadlq,,ed and (iv) the circumstances of the breach.




During the course of the year, we compile information regarding pretexter attempts to gain

improper access to CPN, including any breaches or attempted breaches. We include fhis mﬁqtmatm 0
our annual CPNI compliance certification filed with the FCC. ; g
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